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Exacutive Racistry

The Honorable Maleolm Baldridge
The Se ﬁ"eta?y of Commerce
t4th and Constitution Avenue

Washi 1wtﬂr, D. . 290232

in 0 letter to 3?. Jordan Baruech, former Assistani Jecreiary

for Preoductivity, Teehnology and Iﬁnovatzon, Deapartment of
Cmnnefaa, dated 4 NMovember 1980, this Ageney's former Depuly

Director for Aﬂmznlat“ﬁt‘ﬂﬁ ﬁi. Twon Wortman, raguestsd that the
Deparimont delegate to the Elveatwr of Centrel inte TLIPGRCC {TC1)
1nd@ﬁwnuent suthority to grant, for this Agency, waivers of the
provisions of Federal information Proecessing %tanua‘ss {(riP8)
promuiigated by the Department. The letter set forth various
sepurity conecerpns which are raised by the current FIPS waiver
praocedures and explained the delegation of procurement ﬁutbe"ity
whieh, on aeﬂﬁuﬂt of similar eoncerns, the Agency has obtaine
from the General Services Administration., e have received 1o
formal response tn this reguest and because of the importance 1
attach to it, I would 11¥P to take this cpportunity to reitereate
our conceras and the straightiorward proee adure that 1 believe
will alleviate them,
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As you know, reguestis far waivers from FIPS, depending con
the standard, either rvequire conrdination in edvance with the
Lepsr tment, or your approval, In order to supnort a waiver
request, extensive Gocumentotion is typieally required by the
Department. Tor oxample, Dne group of FIP2 ®3 80-03)
explieitly deseribe whal amst be ineluded ; reguest
"1} o degeription of the existing or plan system for
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whien the waiver iz being requestad, u) a ﬂriptian of the
system configura tion, identifying thos items for which the
waiver is being regquestied, and incliudi a feserigtioﬂ of planned
expansion of the 5y3f$ﬁ conxlguyaixav at any time during its life
eyeie, and 3} a just jegntion for the waiver, ineluding a
deseription and dxbcnsaxop of the major adverss gaeonomie or
operational impact ihat would resuli through conformance to this
4 as compared to the alter native for whieh the walver is
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rhig waiver request proceduvre is cause for considerable )
security concern to senior (Ilia managemant. Under the atatutoxry .
provisicns of the Hational Security Act of 19347, as aunended, the
PCI ig charged with the responsibility for protecting. -
intelligence snurces and methods. Relating this o current and
anticivated acyuisitions of autczatic data processing eguipment
(ADPE), it is owr considered judgment that Jdisclosure through
the waiver process of the Ageney's capabllities and lecation of
ity resources would rot only adversely affect the prager .
Aischarge of this responsibility but would also. in some hases,
revresent a grave thrsat to national zecurity. ‘Cur ADPE, whetber
gereral rurpese or unigue to our reguirements, is utilized for
extremely sensitive intelligence information processing, o
cosmunications, and real-time intelliqence-operation
recuirements. The type anpd location cf equipment represent, for
foreign intelligence agencies, prime targets in terms of
orerational utilization, eguipment capabilities, ox the
readability of signal emanations. Of equal signlficance iz the
fact that, in certain instances, identification with the Agency
of specific equipment or sites of operations could be extramely
erbarrassing to the United States or to friendly foraeign
govaernnentg.
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¢ iz my firm opinion that a delegation of inderendent FIPS
waiver authority to the Director of Central Intelligence with -
acpropriate redzlegatlon authority would best protect the J
national secerity interests inveolved in the acquisitien and use
of ADPE by the Central Intelligence hgency for intelligence ‘
information processing, communications and intelligence L
cperational applications. I therefore reguest that the Secretary
of Commerce delegate te the DI indapendent auvthority to grant,
for this Mgency, waivers of the provisions of Federal Inforzation
Processing Standavds prosulgated by the Depavrtoent aof Comwerce. \
AN
vour favorabls consideraticn of thig recuest will be L
gincerely appreclated. I would be pleased to make available the

appropriate mecbers of my staff to develop in conjunction with 5
your repreosentatives a suitable delegation of waiver asuatbority. A
My Director of Deta Progessing, Mr. Bruce Y. Jobnsen, iu A
available to answer any technical guestions you may have. He cam - )\ V
STAT he reached at | | HRAY
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Mo /s/ Wilam J. LRSS )
AL g } 03 % 4 william J. Casey b
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